
Blockchain foundations

Module 1 (part 1)



Outline

• What is a blockchain? (paper blockchain) 
• What is decentralization?
• The technical side
– Public key cryptography
– Cryptographic Hash function
– Digital signature
…



Part 1



What is a blockchain?

• A blockchain is a growing list of records, called 
blocks, which are linked using cryptography. 
Each block contains a cryptographic hash of 
the previous block, a timestamp, and 
transaction data run over a P2P network in a 
decentralized manner…



Explain the blockchain to me simply



• Why in current technologies is easy to do data 
tampering?



What is a blockchain?
[Source from ConsenSys]



Satoshi Nakamoto's Bitcoin Whitepaper

The brief history of blockchain

https://bitcoin.org/bitcoin.pdf
https://kennesaw.view.usg.edu/d2l/le/content/1678508/viewContent/25044171/View


What is decentralization? 
[Source from ConsenSys]



Decentralization has become 
Synonymous for Blockchain. But is it 

true?



Three types of decentralization
• Architectural (de)centralization — how many physical 

computers is a system made up of? How many of those 
computers can it tolerate breaking down at any single 
time?

• Political (de)centralization — how many individuals or 
organizations ultimately control the computers that the 
system is made up of?

• Logical (de)centralization — do the interface and data 
structures that the system presents and maintains look 
more like a single monolithic object, or an amorphous 
swarm? One simple heuristic is: if you cut the system in 
half, including both providers and users, will both halves 
continue to fully operate as independent units?

More reading link.

https://kennesaw.view.usg.edu/d2l/le/content/1678508/viewContent/25045063/View


What type(s) of decentralization 
blockchain is?

Blockchains are
politically decentralized 

(no one controls them) 
architecturally decentralized (
no infrastructural central point of failure) 
but they are logically centralized 
(there is one commonly agreed state and the 
system behaves like a single computer)



Why should people care about 
decentralization?



~10,000 reachable nodes http://bitnodes.earn.com/

http://bitnodes.earn.com/


How to become a Bitcoin node?

• Running a full node (Bitcoin Core software): link

That’s what makes it decentralized

https://bitcoin.org/en/full-node


How to become a Bitcoin miner?

• Running a node is different than Bitcoin 
mining

• Learn how to mine Bitcoin: link

https://www.bitcoinmining.com/getting-started/
https://www.bitcoinmining.com/bitcoin-mining-for-beginners-how-to-mine-bitcoins/


Does blockchain hold the balance?

• no



Blockchain Explorer

https://www.blockchain.com/explorer

https://www.blockchain.com/explorer


Why study blockchains and computer security?

• Optimistic: a chance to build security into 
new platforms from the start
• Cryptocurrencies are open systems, 
exciting platforms for experimenting  
Cryptocurrencies encourage DIY security, 
“be your own bank”



More Resources

https://d28rh4a8wq0iu5.cloudfront.net/bitcoi
ntech/readings/princeton_bitcoin_book.pdf

https://d28rh4a8wq0iu5.cloudfront.net/bitcointech/readings/princeton_bitcoin_book.pdf

